

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create a /home/docs/checkouts/readthedocs.org/user_builds/vent-test/checkouts/stable/index.rst or /home/docs/checkouts/readthedocs.org/user_builds/vent-test/checkouts/stable/README.rst file with your own content.

If you want to use another markup, choose a different builder in your settings.
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Network Visibility (an anagram)
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overview

vent is a library that includes a CLI designed to serve as a general platform for analyzing network traffic. built with some basic functionality, vent serves as a user-friendly platform to build custom plugins on to perform user-defined processing on incoming network data. vent supports any filetype, but only processes ones based on the types of plugins installed for that instance of vent.

simply create your plugins, point vent to them & install them, and drop a file in vent to begin processing!


dependencies

docker>=1.13.1
make (if building from source)
pip
python2.7.x








installing

pip install vent








getting the bits and building

git clone --recursive https://github.com/CyberReboot/vent.git
cd vent
make # (sudo may be required to install the vent command in the system bin path)





Note - If you already have docker-py installed on your machine, you may need to pip uninstall docker-py first. vent will install docker-py as part of the installation process, however there are known incompatibilities of docker-py with older versions.




running

vent










contributing to vent

Want to contribute?  Awesome!  Issue a pull request or see more details here [https://github.com/CyberReboot/vent/blob/master/CONTRIBUTING.md].

See this [https://media.readthedocs.org/pdf/npyscreen/latest/npyscreen.pdf] for a crash course on npyscreen: the GUI used by Vent!





          

      

      

    

  

    
      
          
            
  
v0.4.0 (2017-06-08)

improvements:


	complete rewrite to make things more flexible and efficient

	wrote an API that the CLI menu leverages






v0.3.1 (2016-12-29)

improvements:


	put back version info when new shell is created

	plugin_parser now throws errors as appropriate

	reboot now prompts for confirmation

	template parser helper functions now implemented

	updated documentation



environment:


	based on boot2docker 1.12.5

	using docker 1.12.5

	using python 2.7.13

	using pip 9.0.1

	using redis:alpine

	using alpine:3.5

	using elasticsearch 2.4.3






v0.3.0 (2016-10-26)

bug fixes:


	fixed the following issues: #41, #182, #184, #195, #207, #216, #217

	fixed issue where containers were getting killed when going into the shell



improvements:


	updated suplemon#c808217

	restructured directories and files to make it cleaner and more structured

	changed data path on vent instance from /data to /vent

	experimental local install that isn’t inside a virtual machine, not complete

	updated documentation



environment:


	based on boot2docker 1.12.2

	using docker 1.12.2

	using python 2.7.12






v0.2.1 (2016-09-07)

bug fixes:


	fixed issue where turning off local rabbitmq would break syslog and subsequent core containers

	fixed issue where specifying a single Env for a plugin was breaking



environment:


	based on boot2docker 1.12.1

	using docker 1.12.1

	using python 2.7.11






v0.2.0 (2016-09-01)

bug fixes:


	fixed the following issues: #38, #43, #56, #92, #109, #110, #121, #130, #134, #135, #151, #153, #154, #160, #165, #167



improvements:


	plugins can write out new files that other plugins can pick up

	added ext_type and mime_type as template options for plugins

	better readability in the UI

	updated Elasticsearch to 2.3.5

	vent now allows vcontrol to use private repositories



new features:


	added Visualization Endpoints to menu
	supported: Kibana, Grafana







environment:


	based on boot2docker 1.12.1

	using docker 1.12.1

	using python 2.7.11






v0.1.3 (2016-08-01)

bug fixes:


	fixed the following issues: #44, #78, #87, #88, #96, #128, #138



improvements:


	added more test coverage

	better readability in the UI



new features:


	added helper scripts for vent to the path for easy execution

	added perl for git submodules



environment:


	based on boot2docker 1.12.0

	using docker 1.12.0

	using python 2.7.11






v0.1.2

bug fixes:


	fixed some bash issues

	fixed a bug where external options didn’t work

	fixed the following issues: #39, #40, #45, #100, #108, #111, #112



improvements:


	increased test coverage

	recursively gets submodules for tests

	refactored menu launcher

	refactored template parser



new features:


	added get_namespaces script to get namespace info

	added new template option public_nic for specifying public interface to run core services on

	added new template option mime_types for plugin namespaces to specify the mime_types they support

	supports files other than just PCAPs



environment:


	based on boot2docker 1.11.2

	using docker 1.11.2

	using python 2.7.11






v0.1.1

bug fixes:


	configparser sometimes wouldn’t preserve case sensitivity

	configparser sometimes wouldn’t reset the context properly

	fixed an issue where the menu might not have a valid menu object

	fixed a number of small code fixes

	fixed the following issues: #47, #48, #49, #54, #55, #57, #61, #62, #63, #67, #69, #77, #80, #89



improvements:


	better output when operations in the menu are finished

	increased test coverage by almost 40%

	better documentation

	changed many hard-coded paths to dynamic paths



new features:


	added Logs as a menu option

	added Plugin Status: Errors menu



environment:


	based on boot2docker 1.11.2

	using docker 1.11.2

	using python 2.7.11






v0.1.0


	initial offering

	allows for dynamically adding plugins

	contains a core set of services for processing files

	based on boot2docker 1.11.2

	using docker 1.11.2

	using python 2.7.11







          

      

      

    

  

    
      
          
            
  
Contributing to Vent

Want to hack on Vent? Awesome! Here are instructions to get you started.
They are probably not perfect, please let us know if anything feels
wrong or incomplete.


Contribution guidelines


Pull requests are always welcome

We are always thrilled to receive pull requests, and do our best to
process them as fast as possible. Not sure if that typo is worth a pull
request? Do it! We will appreciate it.

If your pull request is not accepted on the first try, don’t be
discouraged! If there’s a problem with the implementation, hopefully you
received feedback on what to improve.

We’re trying very hard to keep Vent lean and focused. We don’t want it
to do everything for everybody. This means that we might decide against
incorporating a new feature. However, there might be a way to implement
that feature on top of Vent.




Create issues...

Any significant improvement should be documented as a github
issue [https://github.com/CyberReboot/vent/issues] before anybody
starts working on it.




...but check for existing issues first!

Please take a moment to check that an issue doesn’t already exist
documenting your bug report or improvement proposal. If it does, it
never hurts to add a quick “+1” or “I have this problem too”. This will
help prioritize the most common problems and requests.




Conventions

Fork the repo and make changes on your fork in a feature branch.

Make sure you include relevant updates or additions to documentation and
tests when creating or modifying features.

Pull requests descriptions should be as clear as possible and include a
reference to all the issues that they address.

Code review comments may be added to your pull request. Discuss, then make the
suggested modifications and push additional commits to your feature branch. Be
sure to post a comment after pushing. The new commits will show up in the pull
request automatically, but the reviewers will not be notified unless you
comment.

Before the pull request is merged, make sure that you squash your commits into
logical units of work using git rebase -i and git push -f. After every
commit the test suite should be passing. Include documentation changes in the
same commit so that a revert would remove all traces of the feature or fix.

Commits that fix or close an issue should include a reference like Closes #XXX
or Fixes #XXX, which will automatically close the issue when merged.

Add your name to the AUTHORS file, but make sure the list is sorted and your
name and email address match your git configuration. The AUTHORS file is
regenerated occasionally from the git commit history, so a mismatch may result
in your changes being overwritten.






Decision process


How are decisions made?

Short answer: with pull requests to the Vent repository.

All decisions affecting Vent, big and small, follow the same 3 steps:


	Step 1: Open a pull request. Anyone can do this.

	Step 2: Discuss the pull request. Anyone can do this.

	Step 3: Accept or refuse a pull request. A maintainer does this.






How can I become a maintainer?


	Step 1: learn the code inside out

	Step 2: make yourself useful by contributing code, bugfixes, support etc.



Don’t forget: being a maintainer is a time investment. Make sure you will have time to make yourself available.
You don’t have to be a maintainer to make a difference on the project!




What are a maintainer’s responsibility?

It is every maintainer’s responsibility to:


	
	Deliver prompt feedback and decisions on pull requests.





	
	Be available to anyone with questions, bug reports, criticism etc. on Vent.










How is this process changed?

Just like everything else: by making a pull request :)

Derivative work from Docker [https://github.com/docker/docker/blob/master/CONTRIBUTING.md].
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